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Abstract. The aim of this research work is to analyze Russian criminal legislation
on punishment for computer crimes. The growth in the number and intensity of
cyber-attacks throughout the world also leads to an increase of costs for
companies and society as a whole to provide protection against cyber-attacks and
to prevent losses from them. The financial sphere of the economy suffers
especially. The article provides statistical and expert data on the potential damage
from the suspension of the financial institution’s activities, including lost profits
and costs for restoring websites after cyber-attacks. A significant increase in the
number of crimes committed with the help of digital devices and a multiple
increase in the amount of damage from them were revealed on the basis of an
empirical study. On the part of the business community, the demand for the state
to toughen penalties for computer crimes is increasing. To this end, in 2018 novels
were introduced into the Criminal Code of the Russian Federation, which
toughened criminal liability for embezzlement of funds from bank accounts or
electronic money. It is shown that the changes introduced by the legislator in the
criminal legislation of Russia take into account modern threats to economic
security and increase the level of protection of the financial interests of citizens,
credit organizations and the state as a whole.

Keywords: economic losses, punishment, computer crimes, criminal
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1. Introduction

Expanding the scope of digital technologies application in the credit and banking
sector creates broad prerequisites for increasing the speed of banking operations,
improving customer service, and transparency of financial transactions. However, the
use of digital innovations in the financial sector of the economy carries significant
criminal risks with it according to experts [1].

At the same time fraudulent actions in the field of computer information have
a great public danger, as they can immediately cause damage to a significant number
of citizens, as well as jeopardize the functioning of the financial and credit system due
to violation of bank secrecy, destruction, blocking or modification of computer
information.Cyber-attacks are ranked among the world's major threats according to
the study ‘Global Risks Report’ prepared for the World Economic Forum in Davos.

According to the respondents’ evaluation, the probability of “Cyber-attacks:
Theft of data/money” increasing is 82 % (4th place in the ranking by danger level);
the probability of increasing of “Cyber-attacks: disruption of operations and
infrastructure” is 80 % (5th place in the ranking); the probability of increasing of
“Personal identity theft” is 64 % (10th place in the ranking); the probability of
increasing of “Loss of privacy (to companies)” is 63 % (13th place in the ranking)

[2].
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In general, according to expert estimates, the damage to the global economy
from massive cyber-attacks can grow to $ 2 trillion in 2019 and to $ 3 trillion in 2020.
Accordingly, companies’ and society’s expenses on providing protection against cyber-
attacks and preventing losses from them increases. The volume of companies’ global
expenditures for cybersecurity will increase by 14 times by 2021 and reach
approximately a trillion dollars according to forecasts of “"Sberbank of Russia” [3].

In previous research we have built a macroeconomic model of the relationship
between the rising cost of banking services and the rising costs of the banking sector
for providing protection against cyber-attacks. Also was showed the influence of this
factor on the computer security of the sector [4]. Issues of digital security in the credit
and banking sphere, prospects for its development in the conditions of digitization
and increased competition from new financial institutions, which are full-fledged IT
companies, as well as issues of criminal punishment for computer crimes in the credit
and banking sector were identified as further research directions. In this study, we
will analyze the existing measures of state protection and punishment for committing
computer crimes, as well as make an analysis of the necessary directions of
improvement the criminal punishment for committing computer crimes in the credit
and banking sector.

2. Theory and method of research

The study of the scientific and legal literature of foreign countries has shown
that the criminal legislation of many countries has imposed penalties for computer
crimes for a long time. Thus, in criminal law of Austria, Germany, Sweden and a
number of other European countries computer fraud is singled out as an independent
offense, which, as a rule, provides for stricter sanctions in comparison with the general
rules on embezzlement.

Thus, the Swedish Criminal Code (Brottsbalk) specifies how to commit a crime
as a sign of a qualified crime: “A person who, using false or incomplete information,
changing programs, or by any other means, illegally interferes in automatic data
processing or other automatic processes, benefits for themselves, while causing
damage to the property of the owner, must be held accountable for fraud” [5].

The Austrian Criminal Code (Bundesgesetz) in article 148a provides liability for
material damage caused in order to gain illegal benefits for the offender or a third
person by influencing the processes of automated data processing using special
programs, entering, modifying or deleting data or in any other way affecting data
processing [6].

In the German Criminal Code (Strafgesetzbuch) computer crime is identified as
property damage through influencing the result of data processing using special
programs, incorrect or incomplete data, using unauthorized data or otherwise
influencing the result of data processing (paragraph 263a) [7].

Comparative and bibliographic analysis are used as a method of research. The
use of other methods of scientific research is difficult due to the lack of open
information on the number of computer crimes and their size. Banks, credit and
financial institutions hide such information. They do not allow the public and the press
to find out information about the theft of money or customer databases, as this
sharply undermines the confidence of customers in these banks and financial
institutions. The police and crime investigation authorities also do not disclose
information about such crimes, since they have a great public danger. Thus, the lack
of complete, accurate and reliable information on the extent of computer crimes in
the banking and financial sectors is a serious limitation for the analysis.

The results of several studies on the state of cybercrime in Russia are used as
the data source. Also we use analytical reports of Positive Technologies “The market
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of criminal cyberservices. 2018” [8], "How much is security?” [9]. The analysis of data
from the National Computer Incident Coordination Center (NCCI) was conducted.

The sources of a comparative analysis for the study were materials from
international organizations and forums, including the conclusions made in the Global
Risks Report in the framework of the World Economic Forum.

3. Research

Studies in recent years have shown tremendous damage to the credit and
financial sector due to the suspension for at least 1 day of work of a bank or other
financial institution. Thus, it was assumed that the cost of an attack on web resources
during an hour on the darknet is estimated at about $ 5, and within a day - $ 300
according to the study “How much does security cost?” of 2017 conducted by the
company Positive Technologies [9, p.16].

At the same time, the damage to the financial and credit organization, which at
that time could not fulfill main functions, will be hundreds and thousands of times
more. Thus, the potential damage from the suspension of financial organization,
including lost profits, as well as the cost of restoring websites, was estimated for
certain types of cyber-attacks and the size of potential damage by institutions of credit
and financial and banking sectors (see Fig. 1).
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Fig. 1. Potential damage from the suspension of the financial organization, including lost profits
and the cost of restoring sites
Source. Compiled by the author [9, pp.14-16, 18]

So, as can be seen on Fig. 1, the most significant are the losses of credit and
financial institutions and the banking sector from various kinds of cyber-attacks (more
than 50 million rubles) due to theft of customer databases (53% respondents) and in
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case of failure of the entire corporate infrastructure during one day (30%
respondents).The potential damage from unavailability of critical web applications in
one day is estimated at 2-10 million rubles by the majority of respondents (52%).
Additional costs of restoring the corporate infrastructure after the decommissioning
of all domain resources in most cases do not exceed 10 million rubles. 88% of
respondents called all this amount and less.

Thus, cyber-attacks targeting individual credit organizations together constitute
a big threat to the entire financial sector of the country's economy. It was noted at
the Insurance Technologies Forum “InnoIns-2018" held in Moscow on April 17, 2018,
that 16 enterprises in Russia were being subjected to cyber-attacks every day.
Business spends about $ 122.5 billion a year to protect information systems.

Theft of funds from bank accounts or electronic money seems to be attractive
and profitable for criminals because of the absence of strict penalties for it. Other
computer crimes against the financial and credit and banking sectors are attractive
as well. What is more, computer scammers and hackers are finding new ways of
committing crimes that prevent them from falling under criminal penalties.

Analysis of the methods of crimes committed in the credit and financial sphere
showed that criminals continue to use social engineering methods along with the use
of high-tech hacker schemes to gain access to banking systems. The most common
form of such preparatory unlawful activity is pretexting, that means preliminary
contact with potential victims by telephone, in instant messengers (Skype, WhatsApp,
Viber, Telegram, etc.) or in social networks (VKontakte, Facebook and etc.) in order
to obtain necessary information for access to the disposal of their funds. According to
the position of the Central Directorate of Security and Information Protection of the
Bank of Russia, the heightened danger of such criminal acts is determined by the
gullibility and low level of financial literacy of the population. Consequently, in the
near future, reducing the prevalence of pretexting as a preparatory activity for
committing theft of money from bank accounts and electronic money seems unlikely
[10]. Analysis of statistical data of law enforcement agencies showed that in 2018
citizens from 18 to 40 years old were increasingly becoming victims of “social
engineers” [11].

Russian lawmakers made a humber of changes in the criminal legislation of the
Russian Federation considering the ever-increasing threat to society and people from
committing cyber-attacks on the financial system and considering the experience of
leading foreign countries in the field of criminal punishment for computer crimes in
the financial and banking fields. The most important changes are shown in Table 1
[12-13].

Table 1. The most important changed in the field of criminal punishment

Article of CC of RF Old content [12] New content [13]

g) Theft from a bank account in relation to
electronic money (in the absence of
evidence of a crime under article 159.3 of
the CC of the Russian Federation) is
punished: - with a fine in the amount of

Article 158 one hundred thousand to five hundred
Criminal Code of the thousand rubles; - in the amount of the
Russian Federation salary or other income of the convicted
(point "g" introduced . . person for the period from one year to
by Federal Law This basis was absent three years; - forced labor for up to five
dated 04.23.2018 years with or without restriction of liberty
N 111-03) for up to one and a half years; -

imprisonment for up to six years with a
fine of up to eighty thousand rubles or in
the amount of wages or other income for a
period of up to six months; - or without it
and with a restriction of freedom for up to
six years or without it.

The old name of the article "Fraud with|New title of the article "Fraud using

Article 159.3 CC RF

the use of payment cards" electronic payment"
Partl Payment card fraud, that is, theft of|Fraud with the use of electronic means of
Article 159.3 another’s property using a fake credit|payment is punishable: - by a fine of up to
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Criminal Code of the
Russian Federation

payment card or a card belonging to
another person by deceiving an
authorized employee of a credit, trading
or other organization. Fraud is
punished: - with a fine of up to one
hundred twenty thousand rubles; - in
the amount of the salary or other
income of the convicted person for a
period of up to one year; - compulsory
work for up to three hundred and sixty
hours; - correctional work for up to one
year; - restriction of liberty for up to
two years; - forced labor for up to two
years; - arrest for up to four months.

one hundred twenty thousand rubles; - in
the amount of the salary or other income of]
a convicted person for a period of up to one
year; - by compulsory work for up to three
hundred and sixty hours; - correctional
work for up to one year; - restriction of
freedom for up to two years; - forced labor
for up to two years; - imprisonment for up
to three years.

Part 2

Article 159.3
Criminal Code of the
Russian Federation

Fraud with the use of payment cards,
committed by a group of people by prior
agreement, as well as causing
significant damage to a citizen, is
punished: - with a fine of up to three
hundred thousand rubles; - a convict’s
salary or other income for a period of
up to two years; -compulsory work for
four hundred and eighty hours, either
by correctional labor for up to two
years; -by forced labor for up to five
years, with or without restriction of
freedom for up to one vyear; -
deprivation of freedom for up to four
years with the restraint of liberty for up
to one year or without it.

Fraud using electronic means of payment
committed by a group of people in a
preliminary conspiracy, as well as causing
significant damage to a citizen is punished:
- with a fine of up to three hundred
thousand rubles; - in the amount of the
wages or other income of the convicted
person for a period of up to two years; -
compulsory work for four hundred and
eighty hours; - by correctional labor for up
to two years; - by forced labor for up to five
years with restriction of freedom for up to
one year, or without it; - imprisonment for
up to five years of restriction of liberty for
up to one year, or without it.

Part 3

Article 159.3
Criminal Code of the
Russian Federation

Acts, under part 1-2 of article 159.3
committed by a person using his official
position, as well as on a large scale are
punished: - with a fine in the amount of]
from one hundred thousand to five
hundred thousand rubles; - in the
amount of the salary or other income of
the convicted person for a period of one
to three years; - forced labor for up to
five years with restriction of liberty for
a period of up to two years without it; -
imprisonment for up to five years with
a fine of up to eighty thousand rubles;
- in the amount of the salary or other
income of a convicted person for a
period of up to six months or without it;
-with restriction of freedom for up to
one and a half years or not.

Acts, under part 1-2 of article 159.3
committed by a person using his official
position, as well as on a large scale are
punished: - a fine in the amount of from
one hundred thousand to five hundred
thousand rubles; - or in the amount of the
salary or other income of the convicted
person for a period of one to three years; -
by forced labor for up to five years with
restriction of freedom for up to two years
or without it; - deprivation liberty for up to
six years with a fine of up to eighty
thousand rubles; -in the amount of the
salary or other income of the convict for a
period of up to six months or without it; -
with restriction of liberty for a period of up
to one and a half years or without.

Part 3

Article 159.6
Criminal Code of the
Russian Federation

Acts, under part 1-2 of article 159.6
committed by a person using his official
position, on a large scale are punished:
a fine in the amount of from one
hundred thousand to five hundred
thousand rubles, or in the amount of
the salary or other income of the
convicted person for a period of one to
three years; - by forced labor for up to
five years with restriction of freedom for
up to two years or without it; -
deprivation of liberty for up to five years
with a fine of up to eighty thousand
rubles; - in the amount of the salary or
other income of the convict for a period
of up to six months or without it; -with
restriction of liberty for a period of up
to one and a half years or without.

Acts, under part 1-2 of article 159.6
committed by a person using his official
position, on a large scale or from a bank
account, as well as in relation to electronic
money are punished: a fine in the amount
of from one hundred thousand to five
hundred thousand rubles, or in the amount
of the salary or other income of the
convicted person for a period of one to
three years; - by forced labor for up to five
years with restriction of freedom for up to
two years or without it; - deprivation of
liberty for up to six years with a fine of up
to eighty thousand rubles; - in the amount
of the salary or other income of the convict
for a period of up to six months or without
it; -with restriction of liberty for a period of
up to one and a half years or without.
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So, the analysis of the novels of the Russian criminal legislation in the field of
digital crimes introduced by the Federal Law of April 23, 2018 N 111-®3 “On
Amendments to the Criminal Code of the Russian Federation” [14] allows speaking:

1) on expanding the field of offenses in the area of computer crimes in the
banking sector to the more general concept of electronic means of payment

2) shows tougher penalties for committing crimes in the field of banking and
financial activities.

Thus, under article 158 of the Criminal Code of the Russian Federation ("Theft")
criminal liability is provided for theft committed from a bank account and electronic
money. And the title of article 159.3 was changed from “Fraud with the use of
payment cards” to “Fraud with the use of electronic payment”, that greatly expands
the scope of its application. Also, according to article 159.3 the severity of punishment
was significantly changed:

1) the punishment for fraud with the use of electronic means of payment in the
form of arrest for the time up to four months was replaced by imprisonment up to
three years;

2) the threshold value of a large-scale offense was reduced from one million
five hundred thousand rubles to two hundred and fifty thousand rubles.

Under article 159.6 of the Criminal Code “Fraud in the field of computer
information” the new law also provides reducing the threshold value of a particularly
large offense from six million rubles to one million rubles. The action assessment itself
is supplemented by a new qualifying sign that is an act committed from a bank
account, as well as in relation to electronic cash.

The punishment for fraud with the use of electronic means of payment,
committed by an organized group or on a large scale has not changed. This type of
offense is punishable by imprisonment for a term of up to ten years with a fine of up
to one million rubles or in the amount of wages, or other income of the convicted
person for a period of up to three years or without restriction of liberty for up to two
years or without [13]. According to official judicial statistics [15], 74 and 144 people
in 2017 and 47 and 33 persons during 6 months of 2018 were convicted for
committing acts under articles 1593 (Fraud using electronic means of payment) and
1596 (Fraud in the field of computer information) of the Criminal Code of the Russian
Federation.

National Computer Incident Coordination Center was established in July 2018
to increase the level of national computer security of the country and in accordance
with part 4 of article 5 and clause 2 of part 4 of Article 6 of Federal Law No. 187-FZ
of July 26, 2017 “On the Security of Critical Information Infrastructure of the Russian
Federation” [16].

According to the National Computer Incident Coordination Center (NCTC), in
2018 more than 4.3 billion cyber-attacks were made on critical information
infrastructure, 17 thousand of which were considered the most dangerous. This is
almost two times higher as in 2017 - 2.4 billion and 12 thousand respectively.

4. Conclusions

As it was shown in the study, cyberattacks aimed at individual credit
organizations together pose a tremendous threat to the entire financial sector of
Russia, and financial institutions spend annually about 122.5 billion dollars to protect
their information systems from hackers and scammers.

Until 2018 there were no penalties under the Russian criminal law that were
adequate to the gravity of the crimes and the amount of damage from computer
crimes. The absence of strict penalties makes theft of funds from bank accounts or
electronic money attractive and profitable for criminals, as well as other computer
crimes against the financial and credit and banking sectors.
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The Federal Law dated 04.04.2018 N 111-F3 "On Amendments to the Criminal
Code of the Russian Federation” and entered into force on May 4, 2018, tightened
criminal liability for embezzling funds from bank accounts or electronic money.

The changes introduced by the legislator in the criminal legislation of Russia
take into account modern threats to economic security and increase the level of
protection of the financial interests of citizens, credit institutions and the state as a
whole.

However, the application of the new criminal law against computer crimes in
the financial, credit and banking sectors during the first year has showed that the
adopted criminal norms are not enough to reliably prevent crimes. In addition,
computer scammers and hackers are finding new ways of committing crimes that
prevent them from falling under criminal penalties.

Further research in the framework of this problem is supposed to be carried out
taking into account the emergence of new methods of committing computer crimes
in the banking sector, the emergence of new objects of crime (for example,
cryptocurrency - bitcoins, etc.) and new types of crimes.

Also, the further studies within the framework of this problem are supposed to
be conducted in the context of the most important threats to Russia's digital security,
including not only the credit and banking and financial sectors, but also other areas
of the functioning of society.

The main limitation of the study on these issues is the lack of complete,
accurate and reliable information about the size of computer crimes in the banking
and financial sectors, since this information is disrupted by banks, credit and financial
institutions, and the police. Such data and information are not available in official
statistics.
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