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Abstract. The purpose of this paper is to present a conceptual framework for
assessing managerial level information security practices, governance, and
activities in selected university institutions in Uganda. Extant literature was drawn
from existing information security management practices in different
organizations. The proposed conceptual framework consisted of four manageable
areas, namely, information security governance practices, information security
practices, personnel management practices, and physical security practices.
These areas are further subdivided into 25 categories that provide a formal
checklist for assessing existing information security management practices in
university institutions in Uganda.

Keywords: Conceptual framework, information security management practices,
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1. Introduction

A conceptual framework describes the state of knowledge, identifies gaps in the
phenomena under study, and outlines methodological underpinnings. Bilsky et al. [7]
sum it up with two questions: why is the research important? and what contributions
might a conceptual framework add to the body of knowledge? A conceptual framework
is important because it helps to identify and clarify the central aspects of a study,
connecting these aspects and their influence on the research being carried out [17].

Although several studies have been conducted in the information security
management (ISM) domain, these studies did not provide a comprehensive guidance
on specific practices to be followed by universities in the Ugandan context. None of
them provides an adequate checklist of standards for assessing existing information
security management practices (ISMPs) adopted by universities in Uganda. This paper
proposes a conceptual framework that specifies such a checklist of standards. The
conceptual framework was developed based on a generic inductive approach. The
conceptual framework evolved during the study as new ideas, insights and knowledge
concerned with the assessment of information security management practices got
established [28]. At the beginning of the study, a tentative framework was
constructed based on initially identified concepts and their relationships. Adjustments
to the framework were then made as we gained a deeper understanding of the subject
on information security management practices in organizations until the proposed
conceptual framework that specifies 25 items for use as a checklist.

2. Literature Review

Several studies have been conducted to guide organizations to develop effective
information security programs. The studies conducted in the Information Security
Management (ISM) domain have focused mainly on individual aspects and the
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application of different conceptual frameworks in various organizations. Current
literature is limited in the explicitness to managerial level aspects of information
security in organizations. This paper aimed at developing a conceptual framework that
explicitly covers managerial level aspects of information security in selected
universities in Uganda. In this section, we review some considerably related studies
and discuss their relevance to the Ugandan context. We focus on the wider perspective
of the ISM domain, information security management practices (ISMPs), and ISMPs
at Kabale University and Bishop Barham University College both located in the western
region of Uganda.

Information security is a multidimensional problem that is continually evolving
and changing. Studies have evolved from approaching information security in a one-
sided technical perspective to a managerial perspective with the view to providing a
holistic and comprehensive approach [31]. A shared characteristic of existing studies
is the aim to provide guidance to organizations by identifying activities that constitute
a security program. The different studies use different terminologies such as
processes, principles, practices, activity or theory to present their advice.
Furthermore, existing studies use different levels of detail and analysis in describing
the activities that organizations should implement. It is from the review of these
studies that we identify gaps in terms of completeness, specificity, and
implementation of ISMPs.

2.1. Information Security Management Practices in Organizations

In a study conducted by Keller et al. [9] about ISM in small organizations, nine
best practices were recommended. These include: installation and proper
configuration of firewalls; updated software; protection against viruses, worms, and
trojans; implementation of strong password policy; implementation of physical
security measures to protect computer assets; implementation of company policy and
training; connecting remote users securely; locking down servers; and
implementation of intrusion detection services. These practices are technological
practices with the exception of implementation of policy and training.

Qingxiong and Pearson [16] proposed an ISM framework with the following five
steps: assess organizational environment, establish information security objectives,
analyze information security requirements, develop information security controls, and
train or evaluate information security controls. However, due to ever changing
information security patterns, new challenges associated with rising use of mobile and
wireless systems have sprung up. Thus, the framework by Qingxiong and Pearson
[16] does not adequately cover for new developments and new vulnerabilities.

According to Tryfonas [26], information security encompasses both managerial
and technical aspects with issues emanating from internal and external sources.
Tryfonas identified managerial practices such as establishment and use of policy,
compliance with security standards, copyright protection, risk analysis and
information security audits; and recommended technological practices such as
requisite skills, cryptographic solutions, network security and use of firewalls, access
control mechanisms, software security practices and intrusion detection techniques.
Although Tryfonas identifies both managerial and technical issues, his
recommendations are virtuously technological. Tryfonas further stated that simply
deploying frameworks alone cannot solve all the information security and IT
governance requirements. Therefore, organizations need to develop frameworks with
elements that also include support from senior management, that include staff
awareness and that include training in order to achieve all the intended benefits.

Other scholars like Oyelami and Ithnin [15] conducted a study on establishing a
sustainable information security management policy in organizations. They proposed
a guideline to ISMPs describing main processes and the activities of each process as
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security management practices to be implemented in organizations to secure
information. Accordingly, Oyelami and Ithnin [15] argued that an effective ISM
process should consist of six sub-processes: policy, awareness, access, monitoring,
compliance, and strategy; Oyelami and Ithnin [15] went ahead to describe each
process and the activities undertaken thereof. Their study suggested that a policy
process is a repetitive process continuously updated that starts by identifying what to
secure, and document a draft policy that is to be published upon approval. However,
a policy is exclusively managerial and therefore cannot handle all information security
related issues of an organization.

In a study conducted to investigate ISM and its influence in the Nigerian banking
sector by Babatunde and Selamat [5], a conceptual framework consisting of
technological, organizational, and environmental factors was proposed. This
framework identified factors that influence ISM practices among bankers from the
perspective of reducing frauds and errors. If properly implemented, it could lead to
improvement of information systems security and create a better investment climate
in the banking industry.

A recent study was conducted by Zaini et al. [32] and was aimed at determining
the extent to which ISM practices impact on the organizational agility. Zaini et al.’s
[32] findings indicated that operational agility is significantly related to ISM practices
in the sampled Malaysian organizations. Their study conceptualized three factors
based on practices including: administrative security, technical security, and physical
and environmental security controls. However, the suggested guidelines seemed to
be complex to implement for some organizations especially those with difficulties in
distinguishing security practices that influence agility [32].

2.2. Information Security Management Practices in Uganda

Uganda like most countries in the world has embraced the use of new Information
Communication Technologies (ICTs) in all institutions including universities. This has
been attained through introduction of information systems that ease handling of
information in university institutions [13]. The adoption of information systems calls
for a shift in the information handling mechanisms to match the new trends. There
are some studies that have been carried out about information security related issues
in Uganda. For instance, an investigation was conducted by Kisakye [10] into
information security practices implemented by the Research and Education Networks
of Uganda (RENU). Another study by Bogere et al. [8] was on the influence of ICT
security to academic environment in universities in Uganda. Mbabazi et al. [12]
assessed the implementation of information security policy in Ugandan universities.
However, most of the Ugandan studies do not cover the attributes associated with the
conceptual framework in this paper.

With the increased integration of ICTs in daily life, universities have also
increased utilization of technology induced operations in their systems. This has
encouraged the implementation of information systems security with corresponding
practices to secure them. A number of university institutions have adopted reforms
aimed at improving the implementation of information security measures. These
include laws governing information security like the Computer Misuse Act 2011,
Electronic Transactions Act 2011, Electronic Signatures Act 2011, Data protection and
privacy Act 2019, etc. However, these laws have not been fully operationalized and
incorporated in the information security management framework. To supplement
these laws, the government of Uganda has developed an information security
governance policy with elements of all activities required to manage information,
personnel, equipment and physical security [27].

However, information management is still a big challenge to university
institutions in Uganda. This is evidenced by the existing under developed information
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management practices and strategies to guide information management processes
and operations. These include but are not limited to information security governance
practices, information security practices, personnel management practices, and
physical security practices for information systems security as covered in the
proposed conceptual framework in this paper.

3. Methodology

The purpose of this paper was to develop a conceptual framework with enhanced
information security management practices in corporate organizations. It was
motivated by lack of a comprehensive managerial-based information security
framework for enhancing information security in organizations within the Ugandan
context. In order to attain the intended objective, it was imperative that a conceptual
framework suitable for the proposed solution be developed along the way.

To develop the conceptual framework, a systematic review of related literature
in the domain area is recommended as the best approach ([4]; [24]) and it is the
approach that was adopted for this paper. The systematic review involved
identification of relevant studies, appraisal of their quality, and summarization of the
evidence such that reasonable conclusions are reached [24]. This approach was
followed to identify key concepts and develop the framework that identifies the
different variables and their relationships as shown in Table 1.

4. Proposed conceptual framework for assessing ISMPs

The proposed framework identifies four manageable areas, namely: information
security governance practices, information security practices, personnel management
practices, and physical security practices. These four areas are further subdivided into
25 closely related subsections (activities) that form the checklist for collecting data
and describing the status of ISMPs in an organization and their contribution to an
organization’s information security.

The proposed conceptual framework shows the relationship between dependent
and independent variables (Table 1). The framework describes the connection
between the four main categories of ISMPs as well as the activities performed in each
(as independent variables), against the organization’s information security (as a
dependent variable).

Table 1. A conceptual framework for assessing information security management
practices in selected universities in Uganda

Main practices ‘ Sub practices (activities)

Independent variables Dependent variable

Policy statement on information security
Information security organization

Information systems risk management
Information security awareness, education and
training among stakeholders

e Have Business Continuity & Disaster Recovery
mechanisms Organization’s
Information systems incident risk management |information security
Compliance with information system guidelines
Information system asset management

Secure information sharing

Information systems supply chain security
Access management to information systems
Install network security controls

Information security
governance practices

Information security
practices
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e Ensure portable and removable media security

e Enhance remote access security

e Ensure protective monitoring of information
systems

e Implement information back-ups

e Secure accreditation for IS

Personnel e Describe staff responsibilities and clear security
management roles
practices for e Ensure baseline security clearance for all users

information systems of information systems

security Ensure Top secret clearance for all the users
Install physical security measures

Install physical entry controls

Design internal data centre & physical access

Physical security
practices for

; . controls
information systems . . .
. e Enhance information systems equipment
security .
security

e Ensure secure equipment disposal & re-use

Source: Primary data

In the following subsections, we provide general descriptions of the different
independent variables in Table 1 which are critical towards achieving an organization’s
information security.

4.1. Information Security governance practices

One of the factors that influence how organizations manage an information
security program is information security governance ([29]; [31]). Information
security governance is a subset of the overall cooperate governance that include the
adoption of a comprehensive approach to organize efforts and integrate various
information security practices [30]. Adopting it would provide the right strategic
direction, achieve objectives set, manage threats appropriately and use organizational
resources correctly. However, this would require involvement of senior management
and board of directors in information security governance issues. Therefore,
implementing information security governance practices with support from higher
organizational echelons would help to address the organization’s information security
issues. This is an implication that involving senior management and board of directors
to be held accountable for information security governance practices would provide
necessary leadership. According to Trim et al. [25], good information security
governance practices can be ensured if it is viewed as an integral part of corporate
governance, processes and structures. Therefore, information security governance
practices can serve as a major element to secure organization’s information. Such a
scenario would require a clear policy statement on information security indicating
information security aspects, systems risk management approaches, systems incident
risk management strategies, education and training among stockholders, well
stipulated Business Continuity and Disaster Recovery plans and measures for non-
compliancy with information systems security set guidelines.

4.2. Information Security Management

Information security practices are structured processes implemented to manage
information security in organizations ([2];[3]). The aim is to maintain adequate levels
of confidentiality, integrity and availability of information. This process involves
planning, organizing, coordinating and controlling in order to establish acceptable
level of security. The information security practices covered in the proposed
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framework would entail activities performed to provide protection of information
assets in organizations. These activities included asset management, secure
information sharing, supply chain security, access management, network security
controls, security of portable and removable media, remote access security, protective
monitoring of information systems, implementation of information security back-ups
as well information system accreditation by professional bodies. These activities if well
implemented, would help organizations to maintain acceptable levels of integrity,
confidentiality and availability of organization’s information security [22]. Therefore,
information security practices are regarded as an important element in the proposed
information security management conceptual framework for selected universities in
Uganda.

4.3. Personnel security practices

Information technology professionals are facing challenging tasks, analyzing,
designing, and deploying solutions to protect information resources. This not-with-
standing, previous studies concede that human beings are the major sources of many
security failures ([11]; [1]). Human beings are vulnerable to a wide range of security
attacks ranging from deliberate violation of security policy to circumvention of physical
and technical security controls [23]. In addition, practitioners tend to underestimate
the likelihood of occurrence of security breaches caused by human beings. A key area
in information security research is understanding ways of motivating employees to
participate in more secure behaviors [21].

Personnel security practices can address the problems associated with human
oriented behaviors. The human resource practices of employee recruitment and
selection, training and development, performance monitoring and appraisals are very
important to improving organizational security routine [14]. Investing in staff training,
awareness and development can motivate them to support attainment organizational
goals. Staff training in information security management can serve as critical
measure to safe guard an organization’s information resources [6].

However, to achieve the best results, security training and awareness programs
should be regularly evaluated to match the security threat levels [19]. Similarly,
involving employees in overall security programs through commitment and
engagement can be seen as a critical factor in improving job performance [18]. This
is coupled with employee monitoring as an effort to maintain the high levels of
productivity.

In order to ensure baseline security clearance for all users of information
systems, employee background checks are important to ascertaining possible criminal
records, character, and fitness for the position [20]. For staff to be held accountable
and liable for their omissions or commissions with regard to their actions related to
information security, their responsibilities and roles should be clearly described and
clearance obtained to access top secret information in organizations.

4.4. Physical security

With regard to this conceptual framework, physical security meant activities
aimed at installing physical security measures, installing physical security entry
controls, designed internal data centre and physical access, all aimed at enhancing
information systems equipment security. Physical security practices would stop
unauthorized physical access, damage, and interference to information, premises and
resources. This would curtail a range of physical security threats like crime, espionage,
natural disasters, acts of terrorism and protecting personnel against violence and
other harmful acts.
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According to ISO/IEC 27001, organizations must protect equipment and
personnel against physical and environmental threats. Such security measures help
reduce the risk of unauthorized access to information and loss or damage to
equipment. Physical security measures have strong importance to equipment,
personnel and information. Organizations should also protect supporting facilities such
as electricity supply and cabling infrastructure in order to reduce associated security
threats or outcomes. Based on the proposed conceptual framework, a comprehensive
managerial level framework would help to enhance an organization’s information
security.

5. Conclusion

The objective of this study was to develop a framework with a checklist of items
for assessing information security practices and their relationship to an organization’s
information security. An in-depth examination of information security management
practices in literature revealed lack of comprehensive guidance on assessing
information security management practices in organizations. In this paper, we identify
variables that constitute the proposed conceptual framework for information security
management practices in organizations. We provide a summary of the contributions
of the paper as follows:

e Information security has been known to be inadequate in most institutions
including universities. This has been blamed mainly on the inadequacy of
information security management practices. In this paper, we have presented a
conceptual framework that would provide guidance for appropriate information
security management practices for universities in Uganda.

e We also suggest that if the enacted laws to govern information security in
Uganda like the Computer Misuse Act 2011, Electronic Transactions Act 2011,
Electronic Signatures Act 2011, Data protection and privacy Act 2109, were fully
operationalized and incorporated in the information security management
framework, then system threats would be minimized.

e The proposed conceptual framework specifies an adequate checklist of
standards that can be used to assess existing information security management
practices adopted by universities in Uganda.
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